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Customer Identification  
Program Notice 

 
 
 
 

To help the government fight the funding of terrorism and money laundering activities, Federal Law requires all 
financial institutions to obtain, verify, and record information that identifies each customer who opens an 
account. An account includes: deposit accounts, transaction or asset accounts, credit accounts or other 
extensions of credit, safe deposit boxes or other safekeeping services, a cash management, custodian, and 
trust services. 

 
Specifically, in accordance with Section 326 of the USA PATRIOT ACT, all financial institutions are required 
to: 

 
• Obtain certain information on any customer seeking to open a new account with the bank, 

including loans and deposit accounts, or safe deposit box. 
 

• Verify the identity of all customers by requesting documentation, such as driver’s license or 
other identifying documentation. 
 

• Record the information used to verify the customer’s identity, such as name, residential 
address, date of birth, as well as any other information that is used to identify the customer. 

 
 
BankProv intends to comply with this law to the fullest extent by not only collecting the required information but 
also verifying the information provided by our customers. In some cases, identification will be requested for 
existing customers because original documentation was not obtained or documented when their initial 
accounts were established. In all cases, the protection and confidentiality of all of our customer’s personal 
information is the bank’s pledge to you. 
 
 

proper identification is required. 
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Terms and Conditions Addendum 
Effective May 1, 2024 

As used in this document the words ‘we’, ‘our’, ‘Bank’, and ‘us’ mean BankProv and the words ‘you’ and ‘your’ 
mean the account holder(s) and anyone else with the authority to deposit, withdraw, or exercise control over 
the funds in the account. However, this agreement does not intend, and the terms ‘you’ and ‘your’ should not 
be interpreted, to expand an individual’s responsibility for an organization’s liability. If this account is owned by 
a corporation, partnership or other organization, individual liability is determined by the laws generally 
applicable to that type of organization. The headings in this document are for convenience or reference only 
and will not govern the interpretation of the provision. Unless it would be inconsistent to do so, words and 
phrases used in this document should be construed so the singular includes the plural and the plural includes 
the singular. BankProv, a MA chartered, Member FDIC/DIF financial institution, operates a service accessible 
through a website and mobile application that enables end users to access certain financial products and 
banking services. These terms supplement and amend the Terms and Conditions of your account and 
references to ‘Terms’ herein include reference to the Terms and Conditions of your account as supplemented 
and amended hereby. 
 
Business Resolution Authorities – By accepting this agreement, you acknowledge that any individual(s) 
listed with signer authorities in this application will be assigned all powers listed on the Bank’s business 
resolution. These powers include: the ability to open any deposit or share account in the name of the 
organization; the ability to endorse checks/orders for payment and withdraw or transfer funds on deposit with 
the Bank; the ability to borrow money on behalf and in the name of the organization including the ability to sign, 
execute, and deliver promissory notes or other evidences of indebtedness; the ability to endorse, assign, 
transfer, mortgage or pledge bills receivable, warehouse receipts, bills of lading, stocks, bonds, real estate or 
other property now owned or hereafter owned or acquired by the organization as security for sums borrowed, 
and to discount the same, unconditionally guarantee payment of all bills received, negotiated or discounted 
and to waive demand, presentment, protest, notice of protest, and notice of non-payment; and the ability to 
enter into a written lease for the purpose of renting, maintaining, accessing and terminating a Safe Deposit Box 
with the Bank. If you do not wish for all signers to have these authorities, you must reach out to the Bank at 1-
877-487-2977 or callcenter@bankprov.com to complete your application manually. You can also visit any of 
our branch office locations listed on our website www.bankprov.com. 
 
Organization Legal Documentation Review – By accepting this agreement, and completing your application, 
you attest to the fact that you have the proper authority to open a deposit or share account in the name of the 
business account holder (the “Organization”) as stated by the Organization Legal Documentation. Additionally, 
you agree to provide the Bank with Organization Legal Documentation upon request and within a timeframe 
deemed commercially reasonable. The Bank reserves the right to request such documentation at any point in 
the application process, or during the relationship of the Organization with the Bank. Failure to provide such 
documentation may result in actions up to and including termination of the relationship. The Bank reserves the 
right to take action on the accounts based on review of the Organization Legal Documentation.  
 
Account Funding – By entering your information into this application, and accepting this agreement, you 
authorize the Bank to initiate a debit from your account linked through Plaid for the purpose of funding your 
deposit accounts with the Bank as instructed. You understand that this authorization will remain in full force 
and effect until your account has been positively funded. You may also fund your account by a wire transfer 
pursuant to wire transfer instructions provided to you by the Bank. 
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Account Validation – By entering your information into this application, and accepting this agreement, you 
authorize the Bank to utilize third party service providers to perform validation services and fraud verification 
using the account that you have linked in this application.  
 
Beneficial Ownership Information – By accepting this agreement, and completing the application, you certify 
that the beneficial ownership information provided is complete and accurate to the best of your knowledge. Any 
changes to the beneficial ownership structure of your organization must be reported to the Bank.  
 
Use of Services – You agree not to access and/or use the Bank’s services (the “Services”) for any purpose 
that is not expressly permitted by these Terms or that is otherwise unlawful. If you provide any information to 
us, you agree to provide only true, accurate, current and complete information, and you will keep such 
information true, accurate, current and complete. You are responsible for all activities that occur under your 
Account. You agree that you shall monitor your Account to restrict use by minors, and you will accept full 
responsibility for any unauthorized use by minors. You may not share your Account or password with anyone, 
and you agree to (1) notify the Bank immediately of any unauthorized use of your password or any other 
breach of security; and (2) exit from your Account at the end of each session. If you provide any information 
that is untrue, inaccurate, not current or incomplete, or the Bank has reasonable grounds to suspect that such 
information is untrue, inaccurate, not current or incomplete, the Bank has the right to suspend or terminate 
your Account and refuse any and all current or future use of Services (or any portion thereof). You agree not to 
create an Account using a false identity or information, or on behalf of someone other than yourself. 
 
Liability / Indemnification  –  You hereby agree to indemnify and hold harmless the Bank and each of our 
affiliates, officers, members, managers, directors, employees, equity holders, information providers, suppliers, 
licensors and licensees, agents, and their respective successors and assigns (“Covered Persons”) from and 
against any and all losses, damages, liabilities, deficiencies, judgments, interest, awards, fines, costs or 
expenses of whatever kind, including, without limitation, amounts paid in settlement and reasonable attorneys’ 
fees incurred by any Covered Person in connection with any claim, action, arbitration, litigation, subpoena or 
investigation of any nature (whether at law or in equity) arising out or caused by (a) your access and/or use of 
the Bank application or Services, (b) any claim that any content you provide to the Bank or utilize in relation to 
the Services (“Content”) misappropriates, infringes or otherwise violates any third party's rights, including 
privacy or intellectual property right of any third party, and/or (c) any breach, or alleged breach, of any of these 
Terms by you. In no event shall any Covered Person be liable for any (A) personal injury or property damage 
arising from any user’s use of or participation in the Services, or (B) incidental, indirect, special or 
consequential damages whatsoever, including, without limitation, damages for loss of profits, loss of data, 
business interruption, costs of procurement of substitute products or services or any other damages or losses, 
arising out of, or in any way connected with, these Terms and/or the Services, whether for breach of contract, 
in tort or otherwise, even if such Covered Person is advised of the possibility of such damages and whether or 
not such damages are a reasonably foreseeable consequence of a breach of this agreement or a tort that falls 
within the scope of this agreement. IN NO EVENT SHALL ANY COVERED PERSON’S TOTAL LIABILITY TO 
YOU FOR ANY DAMAGES ARISING OUT OF OR IN ANY WAY CONNECTED WITH THE TERMS OR THE 
SERVICES, WHETHER FOR BREACH OF CONTRACT, IN TORT OR OTHERWISE, EXCEED ONE 
HUNDRED U.S. DOLLARS ($100). THE FOREGOING LIMITATIONS APPLY NOTWITHSTANDING THE 
FAILURE OF ANY AGREED OR OTHER REMEDY OF ITS ESSENTIAL PURPOSE. You expressly 
acknowledge and agree that your use of the Services is at your sole risk. The Services are provided on an "AS 
IS", "WITH ALL FAULTS", and "AS AVAILABLE" basis. BankProv uses commercially reasonable industry 
standard measures designed to prevent any unauthorized access to and use of your data. However, no form of 
online security is 100% secure. As such, BankProv makes no representation that the Services will be secure. 
In addition, BankProv makes no representations or warranties relating to the Services including, without 
limitation, representations or warranties that (a) the Services shall meet your requirements, (b) the operation of 
the Services will be uninterrupted or error free, or (c) any defects in the Services will be corrected. TO THE 
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MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE SERVICES ARE PROVIDED "AS IS" AND 
BANKPROV HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY OR 
OTHER, AND PROVIDER SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE (WHETHER OR NOT BANKPROV 
KNOWS, HAS REASON TO KNOW, HAS BEEN ADVISED, OR IS OTHERWISE IN FACT AWARE OF ANY 
SUCH PURPOSE), TITLE, QUIET ENJOYMENT AND NON-INFRINGEMENT, AND ALL WARRANTIES 
ARISING FROM COURSE OF DEALING, USAGE OR TRADE PRACTICE. WITHOUT LIMITING THE 
FOREGOING, BANKPROV MAKES NO WARRANTY OF ANY KIND THAT THE SERVICES, OR RESULTS 
OF THE USE THEREOF, WILL MEET YOUR OR ANY OTHER PERSON'S REQUIREMENTS, OPERATE 
WITHOUT INTERRUPTION, ACHIEVE ANY INTENDED RESULT, BE COMPATIBLE OR WORK WITH ANY 
SOFTWARE, SYSTEM, OR BE SECURE, ACCURATE, COMPLETE, FREE OF HARMFUL CODE OR 
ERROR FREE. 
 
Assignment – The Terms, and your rights and obligations hereunder, may not be assigned, subcontracted, 
delegated or otherwise transferred by you without the Bank’s prior written consent, and any attempted 
assignment, subcontract, delegation, or transfer in violation of the foregoing will be null and void. 
 
Force Majeure – The Bank shall not be liable for any delay or failure to perform resulting from causes outside 
its reasonable control, including, but not limited to, acts of God, war, terrorism, riots, embargos, acts of civil or 
military authorities, fire, floods, accidents, strikes or shortages of transportation facilities, fuel, energy, labor or 
materials. 
 
Notice – Where BankProv requires that you provide an e-mail address, you are responsible for providing 
BankProv with your most current e-mail address. You may give notice to BankProv at the following address: 
callcenter@bankprov.com. Such notice shall be deemed given when received by BankProv by letter delivered 
by nationally recognized overnight delivery service or by phone at 1-877-487-2977. 
 
Waiver – Any waiver or failure to enforce any provision of the Terms on one occasion will not be deemed a 
waiver of any other provision or of such provision on any other occasion. 
 
Severability – If any portion of this agreement is held invalid or unenforceable, that portion shall be construed 
in a manner to reflect, as nearly as possible, the original intention of the parties, and the remaining portions 
shall remain in full force and effect. 
 
Restrictions – The rights granted to you in the Terms are subject to the following restrictions: (a) you shall not 
license, sell, rent, lease, transfer, assign, reproduce, distribute, host or otherwise commercially exploit any 
intellectual property of BankProv related to the Services (“BankProv Properties”) or any portion of BankProv 
Properties, (b) you shall not frame or utilize framing techniques to enclose any trademark, logo, or other 
BankProv Properties (including images, text, page layout or form) of BankProv; (c) you shall not modify, 
translate, adapt, merge, make derivative works of, disassemble, decompile, reverse compile or reverse 
engineer any part of BankProv Properties except to the extent the foregoing restrictions are expressly 
prohibited by applicable law; and (e) you shall not remove or destroy any copyright notices or other proprietary 
markings contained on or in BankProv Properties. Any future release, update or other addition to BankProv 
Properties shall be subject to the Terms. BankProv, its suppliers and service providers reserve all rights not 
granted in the Terms. Any unauthorized use of BankProv Properties terminates the licenses granted by 
BankProv pursuant to the Terms. 
 
Interest Rates Disclosed – Interest rates and annual percentage yields (APY) on our interest-bearing 
accounts are established at our discretion based on market conditions and may change without notice. 
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SERVICE CHARGE

Account Balancing Assistance $25.00 per hour

Account Research Fee $25.00 per hour

Account Inactivity Fee $5.00*

ATM/Debit Replacement Card - Standard Delivery $10.00 ($50.00 expedited)

ATM Inquiry Service Charge $3.00A

ATM Transfer Service Charge $3.00A

ATM Withdrawal Service Charge $3.00A

Cash Handling Fee $0.25 per $100 deposited over $15,000

Check Printing Varies

Check Copies $4.00 per copy

Coin Counting – Machine Fees – Customers 5% (after first $50.00)

Coin Counting – Machine Fees – Non-Customers 12%

Deposit Account Verification Fee (for credit applications at other institutions) $15.00

Escheatment Fee $100.00

FBO Account Fee $1000 per month

Garnishments/Executions/Levy Processing Fee $125.00

International Card Transaction Fee Up to 1.1%, w/a minimum fee of .01

Items Deposited Fee $0.30 per item

Money Orders (customers only) $4.00

Money Order/Treasurer’s Check Replacement Fee $35.00

Non-Customer (On-Us) Check Cashing Fee $5.00 per check

Overdraft/Returned Item Fee (per item) $35.00 per item**

Overdraft Sweep Fee $7.50 per day

Returned Deposited Item $10.00 per item

Returned Mail/Incorrect Address Up to, but no more than $10.00

Statement Copies $3.00

Statement Mailing Fee $3.00

Stop Payment Fee (Includes Home Equity Line of Credit checks) $35.00

Treasurer’s Checks (Customers only) $10.00

Received ACH Debit or Credit                                                                     $0.30 per item

Foreign Currency Purchase Fee (customers only) $7.50

Small Order Additional Fee (under $300.00) $10.00

Overnight Shipping Additional Fee (over $2,000.00) $10.00

Foreign Check Processing Fee (Collection Letter) $35.00 per item

Foreign Check Processing Fee (Cash Letter) $5.00 per item

Foreign Check Collection Returned Items $20.00

Foreign Draft Fee $5.00 per item

Foreign Draft Delivery Fee (branch) $10.00

your deposits are insured in full.

Schedule of Business Fees — Standard Fees 
Effective November 1, 2024
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SERVICE CHARGE

Foreign Draft Delivery Fee (client location) $15.00

Foreign Draft Stop Payment Funds returned at current rate

Safe Deposit Fees
2” x 5” Rental Fee $65.00 Per Year

3” x 5” Rental Fee $70.00 Per Year

5” x 5” Rental Fee $95.00 Per Year

3” x 10” Rental Fee $100.00 Per Year

5” x 10” Rental Fee $135.00 Per Year

10” x 10” Rental Fee $235.00 Per Year

Safe Deposit Drilling Fee $150.00

Safe Deposit Lost Key Fee $25.00

Safe Deposit Box Rental Late Fee (after 30 days) $10.00

* Inactivity Fee – Assessed per month after twelve (12) consecutive months with balance less than $10,000.00 and no customer initiated 
transaction activity in business checking, savings or money market accounts.
** Overdraft/Returned Item applies to transactions created by check, in-person withdrawal, ATM withdrawal, or other electronic means. 
Fee assessed for each transaction with no daily limit. The amounts of any overdraft, including fees, are due and payable immediately or on 
demand. We will retain full discretion to decline to pay any overdraft for any reason. Even if we decide to pay an overdraft item, absent to 
an agreement to the contrary, such payment does not create a duty to pay future overdrafts.
 In the event that there are not enough funds in the sweep account to cover the overdraft, we will sweep all available funds to the 
overdrafted account. In the event that this happens, your account will be charged both the Overdraft Sweep Fee and the Overdraft / 
Returned Item Fee.
A ATM Transfer Service Charge, ATM Withdrawal Service Charge and ATM Inquiry Service Charge will be calculated for the entire month, 
and will be charged as one fee at the end of the month. The ATM Transfer Service Charge, ATM Withdrawal Service Charge or ATM Inquiry 
Service Charge will be incurred even with the use of a SUM network ATM. These fees are charged for transactions conducted at ATMs that 
are not owned or operated by BankProv.
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SERVICE CHARGE

Money Service Business Account Handling Charge $500.00 per month

Privately Owned ATM $150.00 per month per ATM

Corporate API Access Fee $250.00 per month

ProvXchange Transfer Service $50.00 per month 

Positive Pay $50.00 per month per account  

Zero Balance Accounts $10.00 per month per account

Loan Sweep Service Fee $225.00 per month 

Lockbox Administrative Fee $50.00 per month

ACH Related Fees
Originated ACH Credits $0.15 per item

Originated ACH Debits $0.15 per item

Returned ACH Items $4.50 per item

ACH Origination Module Fee $30.00 per month

BAI2 File Fees
BAI2 File Fee (1st Account) $100.00 per month 

BAI2 Additional Account Fee $50.00 per month per account 

Remote Deposit Capture Fees
RDC Plan Fee $59.95 per month    

Mobile RDC Access Fee $10.00 per month 

Application & Set Up Fee (1st Account) $200.00

Additional RDC Account Fee $5.00 per month per account     

Wire Transfers Fees
Domestic Outgoing $30.00

Foreign Outgoing – Online Banking $40.00

Foreign Outgoing $50.00

Reverse Wire Domestic Outgoing Fee + $5.00

Domestic / International Incoming or Returned Wire $15.00

Vault Services Fees 
Vault Maintenance Fee $250.00 (per active vault location)

Dollar Amount Processing Fee $0.0050 (per dollar processed) 

Note Processing Fee $0.0015 (per individual bill processed)

Deposit Fee $1.75 (per deposit) 

Deposit Difference Fee
$6.00 (per variance between declared and 
processed amounts)

Cash Order Fee $9.50 (per order) 

your deposits are insured in full.

Schedule of Business Fees — Cash Management Fees 
Effective November 1, 2024



BankProv 
5 Market Street, Amesbury, Massachusetts 01913 

 

FUNDS AVAILABILITY DISCLOSURE 
BUSINESS ACCOUNTS 

As of July 1, 2020 
 

YOUR ABILITY TO WITHDRAW FUNDS 

Our policy is to make funds from deposits of cash, electronic direct deposits and wire transfers to your account available on the 
day we receive the deposit.  All check deposits, including, but not limited to; official bank, cashier’s, certified, tellers, 
traveler’s and federal, state and local government checks will be available on the next business day following the day of your 
deposit. Once the funds are available, you can withdraw them in cash and we will use them to pay checks that you have 
written. For determining the availability of your deposits, every day is a business day, except Saturdays, Sundays, and federal 
holidays. If you make a deposit before the close of business on a business day that we are open, we will consider that day to be 
the day of your deposit. However, if you make a deposit after the close of business, or on a day we are not open, we will 
consider the day of your deposit to be the next business day that we are open (for example, if you mail the deposit or utilize our 
night deposit drop).  Even after we have made funds available to you, and you have withdrawn the funds, you are still 
responsible for deposited checks that are returned to us unpaid and for any other problems involving your deposit. 
 

DEPOSITS AT AUTOMATED TELLER MACHINES 
Our policy is to make funds from your cash deposits made at our automated teller machines (ATMs) available to you immediately. 
Check deposits made at our automated teller machines (ATMs) will be available to you on the first business day after the day we 
receive your deposit, if the deposit is made before 6:00 P.M. on a business day.  Any deposit made on or after 6:00 P.M. of a 
business day will be made available to you by the second business day after the day of deposit. Once they are available, you can 
withdraw the funds in cash and we will use the funds to pay checks that you have written. 
 

LONGER DELAYS MAY APPLY 
Funds you deposit by check may be delayed for a longer period under the following circumstances:  
 

• We believe a check you deposit will not be paid.  
• You deposit checks totaling more than $25,000 on any one day.  
• You/we redeposit a check that has been returned unpaid.  
• You have overdrawn your account repeatedly in the last six months.  
• There is an emergency, such as failure of computer or communications equipment.  

 
They will generally be available on the fifth business day after the day of your deposit.    
 

SPECIAL RULES FOR NEW ACCOUNTS 
If you are a new customer, the following special rules will apply during the first 30 days your account is open.  

Our policy is to make funds from deposits of cash, electronic direct deposits and wire transfers to your account available on the 
day we receive the deposit. The first $5,525 of a day's total deposits of official bank, cashier's, certified, teller's, traveler's, and 
federal, state and local government checks will be available on the first business day after the day of your deposit if the deposit 
meets certain conditions. For example, the checks must be payable to you. The excess over $5,525 will be available on the 
seventh business day after the day of your deposit. If your deposit of these checks (other than a U.S. Treasury check) is not 
made in person to one of our employees, the first $5,525 will not be available until the second business day after the day of 
your deposit.  

Funds from all other check deposits will be available on the seventh business day after the day of your deposit. 
 

FOREIGN ITEMS 
Deposited items that are drawn on financial institutions outside of the U.S., and not payable at or through a U.S. branch 
correspondent financial institution will not be available to you until we receive payment.  Even after we have made funds 
available to you, and you have withdrawn the funds, you are still responsible for deposited checks that are returned to us 
unpaid and for any other problems involving your deposit. 
 

HOLDS ON OTHER FUNDS 
If we accept for deposit a check that is drawn on another bank, we may make funds from the deposit available for withdrawal 
immediately but delay your availability to withdraw a corresponding amount of funds that you have on deposit in another account 
with us.  The funds in the other account would then not be available for withdrawal until the time periods that are described 
elsewhere in this disclosure for the type of check that you deposited.   
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CCPA Privacy Notice 

privacy statement – california. 
 
This PRIVACY NOTICE FOR CALIFORNIA RESIDENTS supplement the information contained in the Privacy Notice of 
BankProv and applies solely to visitors, users, and others who reside in the State of California. We adopt this notice to 
comply with the California Consumer Privacy Act of 2018 (CCPA) and other California privacy laws. Any terms defined in 
the CCPA have the same meaning when used in this notice.  
 
Information We Collect 
We collect information that identifies, relates to, describes, references, is capable of being associated with, or could 
reasonably be linked, directly or indirectly, with a particular consumer or device (‘personal information’). In particular, we 
have collected the following categories of personal information from consumers within the last twelve (12) months:  
 

Category Examples Collected 
a. Identifiers A real name, alias, postal address, unique personal identifier, Internet 

protocol address, email address, account name, Social Security number, 
driver’s license number, passport number, or other similar identifiers.  

YES 

b. Personal information 
categories listed in the 
California Customer 
Records statute (Cal. Civ. 
Code s. 1798.80(e)) 

A name, signature, Social Security number, physical characteristics or 
description, address, telephone number, passport number, driver’s 
license or state identification card number, insurance policy number, 
education, employment, employment history, bank account number, 
credit card number, debit card number, or any other financial 
information, medical information, or health insurance information. Some 
personal information included in this category may overlap with other 
categories.  

YES 

c. Protected classification 
characteristics under 
California or federal law  

Age (40 years or older), race, color, ancestry, national origin, citizenship, 
religion or creed, marital status, medical condition, physical or mental 
disability, sex (including gender, gender identity, gender expression, 
pregnancy or childbirth and related medical conditions), sexual 
orientation, veteran or military status, genetic information (including 
familial genetic information). 

YES 

d. Commercial information Records of personal property, products or services purchased, obtained, 
or considered, or other purchasing or consuming histories or tendencies.  

YES 

e. Biometric information Genetic, physiological, behavioral, and biological characteristics, or 
activity patterns used to extract a template or other identifier or 
identifying information, such as, fingerprints, faceprints, and voiceprints, 
iris or retina scan, keystroke, gait, or other physical patterns, and sleep, 
health, or exercise data.  

NO 

f. Internet or other similar 
network activity 

Browsing history, search history, information on a consumer’s interaction 
with a website, application or advertisement.  

YES 

g. Geolocation data Physical location or movements.  YES 
h. Sensory data Audio, electronic, visual, thermal, olfactory, or similar information. NO 
i. Professional or 

employment – related 
information 

Current or past job history or performance evaluations. YES 

j. Non-public education 
information (per the Family 
Educational Rights and 
Privacy Act) 

Education records directly related to a student maintained by an 
educational institution or party acting on its behalf, such as grades, 
transcripts, class lists, student schedules, student identification codes, 
student financial information, or student disciplinary records.  

NO 
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k. Inferences drawn from 
other personal information 

Profile reflecting a person’s preferences, characteristics, psychological 
trends, predispositions, behavior, attitudes, intelligence, abilities, and 
aptitudes.  

NO 

 
Personal information does not include:  

- Publicly available information from government records; 
- De-identified or aggregated consumer information; 
- Information excluded from CCPA’s scope like:  

o Health or medical information covered by the Health Insurance Portability and Accountability Act of 1996 
(HIPAA) and the California Confidentiality of Medical Information Act (CMIA) or clinical trial data;  

o Personal information covered by certain sector specific privacy laws, including the Fair Credit Reporting 
Act (FCRA), the Gramm-Leach-Bliley Act (GLBA) or California Financial Information Privacy Act (FIPA), 
and the Driver’s Privacy Protection Act of 1994.  

We obtain categories of personal information listed above from the following categories of sources: 

- Directly from our clients or their agents. For example, from documents that our clients provide us related to the 
services for which they engage us.  

- Indirectly from our clients or their agents. For example, through information we collect from our clients in the 
course of providing services to them.  

- Directly and indirectly from activity on our website (bankprov.com) or through our online banking 
(secure.myvirtualbranch.com/BankProvOnline). For example, from transactions submitted through our online 
banking portal or website usage details collected automatically.  

- From third parties that interact with us in connection with the services that we perform. For example, from 
consumer reporting agencies when we request a credit report in connection with a transaction that a client has 
requested.  

 
Use of Personal Information 

We may use or disclose the personal information we collect for one or more of the following business purposes:   

- To fulfill or meet the reasons for which information is provided. For example, if you provide us with personal 
information in order for us to open a deposit account with us, we will use that information to open the account and 
submit information on the interest earned to the applicable taxing authorities;  

- To provide you with information, products, or services that you request from us;  
- To provide you with email alerts, service outages, and other notices concerning our products and services that 

may be of interest to you or that you have signed up for; 
- To carry out our obligations and enforce our rights arising from any contracts entered into between you and us, 

including for billing and collections; 
- To improve our website and present its contents to you;  
- For testing, research, analysis, and product development; 
- As necessary or appropriate to protect the rights, property or safety of us, our clients or others; 
- To respond to law enforcement requests and as required by applicable law, court order, or governmental 

regulations; 
- As described to you when collecting your personal information or as otherwise set forth in the CCPA. 
- To evaluate or conduct a merger, divestiture, restructuring, reorganization, dissolution, or other sale or transfer of 

some or all of our assets, whether as a going concern or as part of bankruptcy, liquidation, or similar proceeding, 
in which personal information held by us is among the assets transferred.  
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We will not collect additional categories of personal information or use the personal information we collected for materially 
different, unrelated, or incompatible purposes without providing you notice.  

 

Sharing Personal Information 

We may disclose your personal information to a third party for a business purpose. When we disclose personal 
information for a business purpose, we enter into a contract that describes the purpose and requires the recipient to both 
keep that personal information confidential and not use it for any purpose except performing the contract.  

In the preceding twelve (12) months, we have disclosed the following categories of personal information for a business 
purpose:  

 Category a -  Identifiers 
Category b - Personal information categories listed in the California Customer Records statute (Cal. 

Civ. Code s. 1798.80(e))   
Category c -  Protected classification characteristics under California or federal law 
Category d -  Commercial information 
Category f -   Internet or other similar network activity 
Category g -   Geolocation data 
Category i -   Professional or employment – related information  

We disclose your personal information for a business purpose to the following categories of third parties:  

- Nonaffiliated financial companies 
- Service Providers 
- Third Parties to whom you or your agents authorize us to disclose your personal information in connection with 

products and services we provide to you. 

In the preceding twelve (12) months, we have not sold any personal information.  

 

Your Rights and Choices 

The CCPA provides consumers (California residents) with specific rights regarding their personal information. This section 
describes your CCPA rights and explains how to exercise those rights.  

Access to Specific Information and Data Portability Rights 

You have the right to request that we disclose certain information to you about our collection and use of your personal 
information over the past 12 months. Once we receive and confirm your verifiable consumer request, we will disclose to 
you:  

- The categories of personal information we collected about you; 
- The categories of sources for the personal information we collected about you; 
- Our business or commercial purpose for collecting or selling that personal information; 
- The categories of third parties with whom we share that personal information; 
- The specific pieces of personal information we collected about you (also called data portability request);  
- If we sold or disclosed your personal information for a business purpose, two separate lists disclosing:  

o Sales, identifying the personal information categories that we category of recipient purchased; and 
o Disclosures for a business purpose, identifying the personal information categories that each category of 

recipient obtained.  
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You have the right to request that we delete any of your personal information that we collected from you and retained, 
subject to certain exceptions. Once we receive and confirm your verifiable consumer request, we will delete (and direct 
our service providers to delete) your personal information from our records, unless an exception applies.  

We may deny your deletion request if retaining the information is necessary for us or our service providers to:  

- Complete the transaction for which we collected the personal information, provide a good or service that you 
requested, take actions reasonably anticipated within the context of our ongoing business relationship with you, or 
otherwise perform our contract with you.  

- Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity, or prosecute those 
responsible for such activities.  

- Debug products to identify and repair errors that impair existing intended functionality.  
- Exercise free speech, ensure the right of another consumer to exercise their free speech rights, or exercise 

another right provided for by law. 
- Comply with the California Electronic Communications Privacy Act (Cal. Penal Code s. 1546 seq.). 
- Engage in public or peer-reviewed scientific, historical, or statistical research in the public interest that adheres to 

all other applicable ethics and privacy laws, when the information’s deletion may likely render impossible or 
seriously impair the research’s achievement, if you previously provided informed consent.  

- Enable solely internal uses that are reasonable aligned with consumer expectations based on your relationship 
with us.  

- Comply with a legal obligation. 
- Make other internal and lawful uses of that information that are compatible with the context in which you provided 

it.  

Exercising Access, Data Portability, and Deletion Rights 

To exercise the access, data portability, and deletion rights described above, please submit a verifiable consumer request 
to us by either:  

Phone: 877-487-2977 
Website: bankprov.com 
Email: privacy@bankprov.com 

Only you or a person registered with the California Secretary of State that you authorize to act on your behalf, may make 
a verifiable consumer request related to your personal information. You may also make a verifiable consumer request of 
behalf of your minor child.  

You may only make a verifiable consumer request for access or data portability twice within a 12 month period. The 
verifiable consumer request must: 

- Provide sufficient information that allows us to reasonable verify you are the person about whom we collected 
personal information or an authorized representative.  

- Describe your request with sufficient detail that allows us to properly understand, evaluate, and respond to it.  

We cannot respond to you request or provide you with personal information if we cannot verify your identity or authority to 
make the request and confirm the personal information relates to you. Making a verifiable consumer request does not 
require you to create an account with us. We will only use personal information provided in verifiable consumer requests 
to verify the requestor’s identity or authority to make the request.  

Response Timing and Format 

We endeavor to respond to a verifiable consumer request within 45 days of its receipt. If we require more time (up to 90 
days), we will inform you of the reason and extension period in writing. If you have an account with us, we will deliver our 
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written response to that account. If you do not have an account with us, we will deliver our written response by mail or 
electronically, at your option. Any disclosures we provide will cover the 12 month period preceding the verifiable consumer 
request’s receipt. The response we provide will also explain the reasons we cannot comply with a request, if applicable. 
For data portability requests, we will select a format to provide your personal information that is readily useable and 
should allow you to transmit from one entity to another entity without hindrance.  

We do not charge a fee to process or respond to your verifiable consumer request unless it is excessive, repetitive, or 
manifestly unfounded. If we determine that the request warrants a fee, we will tell you why we made that decision and 
provide you with a cost estimate before completing your request.  

 

Non-Discrimination 

We will not discriminate against you for exercising any of your CCPA rights. Unless permitted by the CPPA, we will not:  

- Deny you goods or services; 
- Charge you different prices or rates for goods or services, including through granting discounts or other benefits, 

or imposing penalties; 
- Provide you a different level or quality of goods or services; 
- Suggest that you may receive a different price or rate for goods or services or a different level or quality of goods 

or services.  

 

Changes to Our Privacy Notice 

We reserve the right to amend this privacy notice at our discretion and at any time. When we make changes to this 
privacy notice, we will notify you by email or through a notice on our website homepage.  

 

Contact Information 

If you have questions or comments about this notice, our Privacy Statement, the ways in which we collect and user your 
personal information, your choices and rights regarding such use, or with to exercise your rights under California law, 
please do not hesitate to contact us at:  

Phone: 877-487-2977 
Website: bankprov.com 
Email: privacy@bankprov.com 
Postal Address: BankProv, Attn: Information Security Officer, 5 Market Street Amesbury, MA 01913 
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Overdraft Privilege Service Disclosure 

BankProv (“we, us or our”) offers the Overdraft Privilege Service (ODP). We will consider, without obligation on our part, paying items for which your account 
has insufficient or unavailable funds, rather than automatically returning those items unpaid. This document explains how ODP operates.   

How Your Account Can Become Overdrawn 
An overdraft occurs when you do not have enough money in your account to cover a transaction. Although there are many reasons why your account might 
become overdrawn, most overdrafts result from the following:  

a) You write a check, swipe your debit card or initiate an electronic funds transfer in an amount that exceeds the amount of funds available in your 
account;  

b) You deposit a check or other item into your account and the item is returned unpaid, which causes a negative balance in your account once your 
balance is reduced by the amount of the returned check;   

c) You have inadequate funds in your account when we assess a fee or service charge; or 
d) You initiate a transaction before funds deposited into your account are "available" or "finally paid" according to our Funds Availability Policy. For 

example, if you deposit a check into your account, the proceeds of that check may not be available to you for up to five days after you deposit the 
check. If you do not have sufficient funds in your account—independent of the check—to cover the transaction, you will incur an overdraft. 

e) You initiate a debit card purchase which will place a temporary hold on your account balance. When this happens, our processing system cannot 
determine that the amount of the hold exceeds the actual amount of your purchase. This temporary hold, and the amount charged to your account, 
will eventually be adjusted to the actual amount of your purchase, but it may be up to three days before the adjustment is made. Until the 
adjustment is made, the amount of funds in your account available for other transactions will be reduced by the amount of the temporary hold. If 
another transaction is presented for payment in an amount greater than the funds left after the deduction of the temporary hold amount, that 
transaction will be an overdraft / returned item transaction. You will be charged an Overdraft/Return Item fee according to our policy. You will be 
charged the fee even if you would have had sufficient funds in your account if the amount of the hold had been equal to the amount of your 
purchase. 

f) If an item, such as a check or ACH, is presented for payment in an amount that is more than the amount of money available in your account and 
we decide not to pay the item your account will be charged an Overdraft / Returned Item fee for returning the payment. Be aware that a merchant 
may present these items for payment multiple times, and that the Bank does not monitor or control the number of times an item is presented for 
payment. Your account may be charged an Overdraft / Returned Item fee for each time an item is presented for payment if the amount of money 
available in your account is not sufficient to cover the payment, regardless of the number of times the item is presented.   

 
How ODP Operates 
The ODP Service applies to a variety of transactions, including checks and other transactions made using your checking account number, automatic bill 
payments, ATM transactions and everyday debit card transactions.    
 
For consumer accounts only, we will not include ATM and everyday debit card transactions within our ODP Service without first receiving your affirmative 
consent to do so.  Without your affirmative consent, ATM and everyday debit card transactions generally will not be approved.  You may revoke your 
affirmative consent without removing other items from the service.  Simply inform us of your preference. 
 
Participation in ODP is not mandatory. You may opt-out of ODP at any time by notifying one of our Client Service Representatives at 1-877-487-2977.  
 
As noted above, we retain full discretion to decline to pay any item under the ODP Service. This means we can refuse to pay any overdraft for any reason. 
Even if we decide to pay an overdraft item, absent an agreement to the contrary, such payment does not create any duty to pay future overdrafts. If we do 
not authorize and pay an overdraft, your transaction will be declined, and we may assess Overdraft / Returned Item fees on your account in accordance with 
your account agreement and the fee schedule in effect at the time of the overdraft. Transactions may not be processed in the order they occur or appear on 
your statement.  This is particularly true of debit card transactions that create a negative available balance on an account but may not clear the account until 
days later.  The order in which transactions are received and processed can affect the total amount of Overdraft / Returned Item fees incurred. 
 
Fees  
For each overdraft we pay, we will charge the standard per item Overdraft / Returned Item fee of $35 set forth in our fee schedule (18/65 Accounts are 
assessed an overdraft fee of $5). The maximum number of Overdraft / Returned Item fees that we can assess to your consumer account is limited to five 
(5) per day. If you are in a business account, there is no limit to the number of Overdraft / Returned Item fees that we can assess. We will notify you 
by mail if we pay or return any insufficient or unavailable funds items on your account; however, we have no obligation to notify you before we pay or return 
any item. The amounts of any overdrafts, including our fees, are due and payable immediately or on demand. 
 
Accounts Eligible for Overdraft Privilege  
ODP is a discretionary service and is generally limited up to an $800 overdraft (negative) balance for eligible personal checking accounts; or up to a $1,500 
overdraft (negative) balance for eligible business checking accounts. To be eligible, a checking account must have a deposit transaction to qualify for the 
ODP Service. Deposition transactions are defined as new account deposits consisting of internal transfers or checks/cash, deposit adjustments, ATM 
deposits, external transaction deposits, or a descriptive deposit where a transaction description is required. Please note that fees count toward your ODP 
Limit.  We may in our sole discretion limit the number of accounts eligible for ODP to one account per household or per taxpayer identification number.   
Please allow 30 business days from account opening to activate the service. 

An account that is not eligible for ODP may include, but is not limited to, the following characteristics: 
a) The account owner is not current on all loan obligations with us; and/or 
b) The account is subject to any legal or administrative order or levy, such as bankruptcy or tax lien. 
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Overdraft Privilege Service Disclosure 

 
We offer other overdraft protection services in addition to ODP.  These include an Overdraft Line of Credit and Overdraft Sweep. An Overdraft Line of Credit 
requires an application to be submitted to the Bank to determine eligibility. An Overdraft Sweep is linked to another account of yours with us, such as a 
savings account.  If you choose to establish one of these optional services, you may save money on the total fees you pay us for overdraft protection 
services. 
 
Overdrafts should not be used to pay ordinary or routine expenses and you should not rely on overdrafts as a means to cover these expenses.  If at any time 
you feel you need help with your financial obligations, please contact one of our Client Service Representatives at 1-877-487-2977. 
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